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AMENDMENTS 

AMENDMENTS TO THE CLAIMS 

1. (Currently Amended) In an Internet Protocol (IP) data network comprised of a 
plurality of interconnected routers, a method comprised of: 

receiving at a first router a plurality of IP data packets, the first router directly 
interconnected by a first plurality of data paths to a first sub-plurality of interconnected 
routers from the plurality of interconnected routers; 

tabulating at said first router a plurality of source counts of IP data packets, each 
saurce.count of IP data packets of said plurality of source counts of IP data packets 
indicative of a count of packets r eceived from any-a particular IP source during a first time 
interva l, said plurality of source counts of IP data packets associated with every sourpe 
that provides IP data packets tp gajd first router; 

tabulating at said first router a plurality of destination counts of IP data packets. 
each destination co unt of IP da tapacketsLof&ai d p lur al ity of d estin a tion .count s , of IP d a ta 
packets indicative of a count of packets routable to a particular IP destination address 
during said first time interval: 

storing each of said count- plurality of source counts o£lP-data-packets and each of 
said plurality of destination counts i n a memory device for subsequent processing; 

determining that a time-based data traffic measure froiMaid^aFtieukriPHaouFee 
exceeds a predetermined threshol d said time b ased tra ffi c measure based upon ajL^ticdar 

sames. spurt, plyraltty of sawse, wmte; and 

responsive to said determining step, sending a message to a second router, said 
message adapted to instruct said second router to discard packets from-^aid-paftieulap-IP 
soufee asspciated with said time-based traffic measure , wherein said second router is not a 
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source router for said packets, the second router directly interconnected by a second 
plurality of data paths to a second sub-plurality of interconnected routers from the 
plurality of interconnected routers. 


2. (Currently Amended) The method of claim 1 further including the steps of: 

reading said«emrt 4ime-based traffic data measure ^jP-dgta^aoketefrom said 
memory device; and 

selectively discarding IP data packets received at said first router 
■ responsive to said determining step . 


3. (Previously Presented) The method of claim 1 wherein said first router is an IP 

data router switching system. 


4. (Currently Amended) The method of claim 2 wherein said step of selectively 
discarding IP data packets includes the step of denying reception of IP data packets from 
a partic ular router based upon a source address in IP data packets.^pon^fee-deteH»ifHitiofl; 

u pon said determining step . 

5. (Currently Amended) In an Internet Protocol (IP) data network comprised of a 
plurality of interconnected routers, a method comprised of: 

receiving a plurality of IP data packets at a first router, the first router directly 
interconnected by a first plurality of data paths to a first sub-plurality of interconnected 
routers from the plurality of interconnected routers; 

tabulating at said first rputer ajjurftlity pf spuLce^cgmrt^f 
sour ce count of IP data packets of s a id plurality of source counts of IP data packets 
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indicative of a count of packets received from a particu lar IP source du ring a firs t time 

that provides IP data packets to said first router: 

tabulating at said first router a,pluiaUty ,fl£^ 
Sftgh festfatrtion count of IP data packets s£&ai&J^ 

packets indicative of a count of packets rentable to aay^Lparticular IP destination address 
during arsaid first time interval; 

storing each of saidneoun^efllMato^aeke^ 
destm^efl-addfess- pluralitv of source counts and each of said plurality of destination 
counts in a memory device for subsequent processing; 

determining that a time-based data traffic measure -for packets routabte-feHhe 
pai^tteularfP^estinatidn-exceeds a predetermined threshold , said time based traffic 
measure bas ed upon a p articular destination count of said plurality of destination counts ; 
and 

responsive to said determining step, sending a message to a second router, said 
message adapted to instruct said second router to discard packets aaa&ciatsd with said 
time-based traffic measure reutable-te-6a4d-pag4ieufa r IP d e st ination, wherein said second 
router is not a source system for said packets, the second router directly interconnected 
by a second plurality of data paths to a second sub-plurality of interconnected routers 
from the plurality of interconnected routers. 

6. (Currently Amended) The method of claim 5 further including the steps of: 

reading said^uf^f^IP^atarpaekgts- time-based traffic data measure f rom said 
memory device; 
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selectively inhibiting fte-aitransmission of IP data packets from said first IP-data 
stemicavd^L when- the nu mb e r of IP -paekets-reataMe4e-^oid^arttetttef^P 
stemmed - num befres ponsive to said determinin g step . 

7. (Currently Amended) The method of claim 5 wherein at least one of said first 
router and said second router is an IP data router switching system. 

8. (Previously Presented) The method of claim 6 wherein said step of selectively 
inhibiting the transmission of IP data packets includes the step of sending a message to a 
specific router to discard messages either received from or sent to a specific IP address, 
the specific router not a source for said messages. 


9. (Currently Amended) A method comprising: 

in an Internet Protocol (IP) data network that comprises a plurality of 
interconnected routers at a first router, determining that a time-based data traffic measure 
from ony-a_particular IP source exceeds a predetermined threshold, the first router directly 
interconnected by a first plurality of data paths to a first sub-plurality of interconnected 
routers from the plurality of interconnected routers , the time-based data traffic measure 
based upon at least one of a source count of a plurality of source counts or a destination 
count of a plurality of destination counts, each source count of IP data packets of said 
plurality of source counts of IP data.packets i ndicative of .a .count, of p.agkgts.rffpgiyfid 
from a particular IP source during a first time interval;, each destination count of IP data 
packets of said, plurality .of. desti nation counts of. IP data .packets. Andiffativfi.pf a .PffMttt.Qf 
packets routable to a particular IP destination address during said first time interval, each 
Of said plurality of ^ume^fimtOR^^ of destination counts tabulated md 
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stored at the first romer, m<l pl^tof som^ counts of IP daa&jfrckets associated 

Mlk,QYgJ^ and 

responsive to said determining step, sending a message to a second router, said 
message adapted to instruct said &$sxmsLt outer to discard packets from said particular IP 
source, wherein said second router is not a source router for said packets, the second 
router directly interconnected by a second plurality of data paths to a second sub- 
plurality of interconnected routers from the plurality of interconnected routers. 

10. (Previously Presented) The method of claim 9, further comprising: 
overwriting packets in a buffer responsive to said determining step. 

1 1 . (Previously Presented) The method of claim 9 3 further comprising: 
providing said time-based data traffic measure to a user via a user interface. 

12. (Previously Presented) The method of claim 9, further comprising: 
sending said message to a sub-plurality of routers. 

13. (Previously Presented) The method of claim 9, further comprising: 
ignoring incoming packets from said particular EP source. 

14. (Previously Presented) The method of claim 9, further comprising: 
determining said predetermined threshold. 

15. (Previously Presented) The method of claim 9, further comprising: 
automatically polling a memory for information indicative of said time-based data 

traffic measure. 
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16. (Previously Presented) The method of claim 5, further comprising: 
overwriting packets in a buffer responsive to said determining step. 

17. (Previously Presented) The method of claim 5 3 further comprising: 
providing said data traffic measure to a user via a user interface. 

18. (Previously Presented) The method of claim 5, further comprising: 
sending said message to a sub-plurality of routers. 

19. (Previously Presented) The method of claim 5, fiirther comprising: 
ignoring incoming packets to said particular IP destination. 

20. (Previously Presented) The method of claim 5, further comprising: 
determining said predetermined threshold. 
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